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Banks and Customers Experience Data Loss and Expense 
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Cybersecurity – Threats, Motivations & Approach

Who They Are, What They Are After, & How They Do It…
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Cybersecurity – Clear and Present Danger

14 Million Number of new malware created quarterly (Intel Security)

30,000 Number of new malicious servers created a day (FireEye)

$2.3 Billion Losses from BEC scams 10/2013 to 2/2016 (FBI)

45 Days The number of days it takes to contain a malicious insider attack (US-CERT)

141% Increase in security losses for financial firms (PwC: Global InfoSec Survey)

169 Million Records exposed last year (Identity Theft Resource Center)

$415,478 Average cost of containing a cyber attack after 18 days (Ponemon Institute)

$4 Million Average cost of data breach (Ponemon Institute)

$158 Average cost of per lost or stolen record/15% increase since 2014 (Ponemon Institute)

Cyber Crime Statistics…

Cybersecurity spending continues to soar, as the current, $75.4 billion

worldwide market will increase to $101 billion by 2018, according to 

projections from Gartner. However, according to ISACA research, only 

31% of security professionals say they are “comfortable” with their 

ability to detect and respond to incidents.
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Social engineering is classically defined as the art of manipulating and exploiting 
human behavior to gain unauthorized access to systems and information for 
fraudulent or criminal purposes (aka. conning, scamming, or tricking someone).

Social engineering attacks are more common and more successful than computer 
hacking attacks against the network.

Social Engineering Overview

Social engineering attacks are based on 
natural human desires like:

• Trust

• Desire to help

• Desire to avoid conflict

• Fear

• Curiosity

• Ignorance and carelessness
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• Phishing is a social engineering scam whereby 
intruders seek access to your personal information or 
passwords by posing as a legitimate business or 
organization with legitimate reason to request 
information.

•Usually an email (or text) alerts you to a problem with your account 
and asks you to click on a link and provide information to correct the 
situation.

•These emails look real and often contain the organization’s logo and 
trademark. The URL in the email resembles the legitimate web 
address. For example “Amazons.com”.

• Spear phishing is an attack that targets a specific 
individual or business. The email is addressed to you 
and appears to be sent from an organization you 
know and trust, like a government agency or a 
professional association. 

• Whaling is a phishing or spear phishing attack 
aimed at a senior official in the organization.

Social Engineering – Phishing Email Attacks
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• The scam is facilitated through a phishing scam in which a 
victim receives an e-mail from a seemingly legitimate 
source that contains a malicious link. 

• The victim clicks on the link, and it downloads malware, 
allowing the actor(s) unfettered access to the victim’s data, 
including passwords or financial account information.

Business Email Compromise Scams

• Business Email Compromise (BEC) is 

defined as a sophisticated scam targeting 

businesses working with foreign suppliers 

and/or businesses that regularly perform wire 

transfer payments. 

• The scam is carried out by compromising 

legitimate business e-mail accounts through 

social engineering or computer intrusion 

techniques to conduct unauthorized transfers of 

funds.
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Business Email Compromise - Examples

Example 1:

Example 2:

• 83% of fraudulent money 

transfers reported to the 

FBI as the result of 

business email 

compromise (BEC) 

scams are wired to 

banks in China and 

Hong Kong. 

• The hackers can operate 

from anywhere, despite 

the emphasis on Chinese 

and Hong Kongese 

financial institutions. 

• If the victims contact the 

FBI within 72 hours, the 

agency can often trace 

the money and work with 

the Chinese banks to 

return stolen funds, 

provided they weren't 

withdrawn.
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GozNym – Newer hybrid threat that takes the best of 
both the Nymaim and Gozi ISFB malware to create a 
powerful Trojan. From the Nymaim malware, it 
leverages the dropper’s stealth and persistence; the 
Gozi ISFB parts add the banking Trojan’s capabilities 
to facilitate fraud via infected Internet browsers.

Four families of malware made up nearly 75% of all 
malware attacks recorded in 2015:

Zeus V2, Dyre, Bugat (aka Dridex), and     
Neverquest

Other notable financial malware include:

Tatanga, Torpig, and Carbanak.

Financial Malware

Criminals are becoming more organized by employing teams of developers that 

create more sophisticated malware that produces larger monetary gains. - IBM
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Ransomware

How Much Time You 

Have Left To Pay.

Ransom Amount and 

Instructions For Paying.
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• Fraudulent accounts, account hacks, and 
malicious content.

Corporate Social Media Risks

What Methods Are Used…

• Collaborate with your social team, assess your 

social footprint and risks, educate employees, 

and apply best practice security controls.

Top 5 Risks…

Steps To Take To Address Include…

• Network or data breach, customer account 
breach, brand damage, downtime and 
degradation, and security team recovery costs. 



How to Protect Yourself
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• Deploy protection systems such as anti-virus, web filters 
and monitoring protection such as IBM Trusteer

• Monitor your bank accounts and credit history for all 
transactions

• Use complex passwords and change them often

• Don’t click on links from 3rd Parties 

• If in doubt, delete and call back

• Never give your password over the phone to anyone

• Back up your computers 

• If you get infected, reimage your system

• Use common sense
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Key Principles:

 4 Pillars of Security: 

 Prevent

 Detect

 Protect

 Respond

3 Lines of Defense: 

1st Line: Enterprise IT 

Risk Mgt.

2nd Line: Enterprise IT 

Risk Mgt.

3rd Line: Internal Audit 

Business and Public Sector Best Practices
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• Performing Security Reviews and Risk Assessments

• Researching & Implementing Innovative Security Tools & Monitoring Practices

• Deploying Prevention Strategies as well as Detection & Response Strategies

• Engage in Public/Private Sector Collaboration & Information Sharing (e.g., FS-
ISAC)

• Participation in Cyber Incident Response Exercises (e.g., FRB Regional)

• Alignment to Regulatory & Industry Cyber Best Practices (e.g., FFIEC, NIST)

• Internal & External Security Awareness & Training Including Validation Exercises 

• Keeping informed about existing & emerging threats (e.g., Evanta, US-CERT)

• Industry Involvement & Participation (e.g., ISACA, ISSA, LAECTF, IBAC)

• Vulnerability Scanning, Patch Management & Penetration Testing

• Data Governance & Protection

Business and Public Sector Best Practices

Use, defense-in-depth, layered security approach to combat current and 

emerging cyber threats and risks. This approach includes:


